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ABSTRACT 

The resurgence of state-led aggression and hybrid warfare tactics in the Russia–Ukraine conflict has 
exposed critical weaknesses in the international legal system. This study investigates how current legal 
frameworks have failed to prevent unlawful uses of force and to ensure accountability for 
international crimes, particularly in asymmetric modern conflicts. The analysis adopts a doctrinal legal 
research approach, examining key instruments including the UN Charter, the Rome Statute, the 
Geneva Conventions, and relevant treaties. It evaluates structural limitations through case studies, 
legal principles, and enforcement gaps, especially in relation to the UN Security Council, the ICC, 
and non-state actors. Findings reveal systemic deficiencies in enforcement, the ineffectiveness of 
non-binding security guarantees, and the exploitation of legal ambiguities in cyber warfare, 
disinformation, and the use of private military contractors. These failures result in impunity for high-
ranking perpetrators and undermine the authority of international law. The Russia–Ukraine war 
exemplifies a legal system that is normatively ambitious but operationally constrained. Urgent reform 
is necessary to strengthen enforcement mechanisms, clarify legal responsibilities in modern warfare, 
and shield judicial accountability from geopolitical interference. 
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I. INTRODUCTION 

With origins tracing back to the 19th century1 and a significantly reinforced role after 
World War II (1939-1945), international law serves as the primary legal framework for 
preventing war, regulating armed conflicts, and ensuring legal accountability.2 The legitimate 
relationship between international law and armed conflict is expressed through the United 
Nations (UN) Charter, which explicitly prohibits the use of force. 3  At the same time, 
international organizations such as the North Atlantic Treaty Organization (NATO),4 the 
European Union (EU),5 and the Organization for Security and Co-operation in Europe 
(OSCE) contribute to conflict mediation. 6  The Geneva Conventions and International 
Humanitarian Law (IHL) establish guidelines for the protection of civilians,78 the treatment 
of prisoners of war,9 and the regulation of weapons of mass destruction.10 11 Additionally, 
judicial bodies such as the International Criminal Court (ICC) and the International Court 
of Justice (ICJ), alongside international sanctions,12 play a role in adjudicating war crimes and 

 
1  International Committee of the Red Cross, ‘The Origins of International Humanitarian Law’ (7 August 

2017) https://blogs.icrc.org/ilot/2017/08/07/origins-international-humanitarian-law/ accessed 5 April 
2025. 

2  United Nations, ‘Preamble to the Charter of the United Nations’ https://www.un.org/en/about-us/un-
charter/preamble accessed 5 April 2025. 

3  Charter of the United Nations (adopted 26 June 1945, entered into force 24 October 1945) art 2(4). 
4  North Atlantic Treaty Organization, ‘What is NATO?’ https://www.nato.int/nato-welcome/index.html 

accessed 5 April 2025. 
5  European External Action Service, ‘Conflict Prevention, Peace Building and Mediation’ 

https://www.eeas.europa.eu/eeas/conflict-prevention-peace-building-and-mediation_en accessed 5 
April 2025. 

6  Organization for Security and Co-operation in Europe, ‘The OSCE Approach to Mediation’ 
https://www.osce.org/secretariat/125136 accessed 5 April 2025. 

7  American Red Cross, ‘Summary of the Geneva Conventions of 1949 and Their Additional Protocols’ 
https://www.redcross.org/content/dam/redcross/atg/PDF_s/International_Services/International_H
umanitarian_Law/IHL_SummaryGenevaConv.pdf accessed 5 April 2025. 

8  International Committee of the Red Cross, ‘What Are the Rules of War and Why Do They Matter?’ 
https://www.icrc.org/en/document/ihl-rules-of-war-FAQ-Geneva-Conventions accessed 5 April 2025. 

9  OHCHR, ‘Geneva Convention Relative to the Protection of Civilian Persons in Time of War’ 
https://www.ohchr.org/en/instruments-mechanisms/instruments/geneva-convention-relative-
protection-civilian-persons-time-war accessed 5 April 2025. 

10  Practical Guide to Humanitarian Law, ‘Methods and Means of Warfare’ https://guide-humanitarian-
law.org/content/article/3/methods-and-means-of-warfare/ accessed 5 April 2025. 

11  International Committee of the Red Cross, ‘Weapons and Disarmament’ https://www.icrc.org/en/law-
and-policy/weapons-and-disarmament accessed 5 April 2025. 

12  David L Philips, The International Criminal Court and Deterrence: A Report to the U.S. Department of State 
(Stanford Law School, 2016) https://law.stanford.edu/wp-content/uploads/2016/07/Philips-The-
International-Criminal-Court-and-Deterrence-A-Report-to-the-U.S.-Department-of-State.pdf accessed 5 
April 2025. 

https://blogs.icrc.org/ilot/2017/08/07/origins-international-humanitarian-law/
https://blogs.icrc.org/ilot/2017/08/07/origins-international-humanitarian-law/
https://www.un.org/en/about-us/un-charter/preamble
https://www.un.org/en/about-us/un-charter/preamble
https://www.un.org/en/about-us/un-charter/preamble
https://www.nato.int/nato-welcome/index.html
https://www.nato.int/nato-welcome/index.html
https://www.eeas.europa.eu/eeas/conflict-prevention-peace-building-and-mediation_en
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https://www.osce.org/secretariat/125136
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https://www.redcross.org/content/dam/redcross/atg/PDF_s/International_Services/International_Humanitarian_Law/IHL_SummaryGenevaConv.pdf
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deterring violations.1314 Despite this well-established legal framework,15 the effectiveness of 
international law remains contingent on the political will16 and voluntary compliance of major 
powers,17 thereby unintentionally abetting their use of force18 and limiting the prosecution of 
international crimes.19 The ongoing Russia-Ukraine war, which began in 2022,20 serves as a 
stark demonstration of the inadequacies of international law in preventing war,21 regulating 
modern armed conflicts,22 and ensuring accountability for violations.23 This essay argues that 
the failure of international law is evident in two primary aspects: first, its inability to prevent 
war and adapt to evolving conflicts due to weak enforcement mechanisms,24 unfulfilled 
security agreements,25 and legal loopholes exploited by modern warfare tactics;26 second, its 
failure to ensure accountability and prosecuting perpetrators within the international legal 
system, as reflected in the lack of universal jurisdiction, the absence of independent 
enforcement mechanisms,27 and the persistent political shielding of high-ranking officials and 
state leaders. 28  Ultimately, the Russia-Ukraine war underscores the pressing need for 
comprehensive reform in international law to strengthen its enforcement mechanisms and 
enhance its capacity to address contemporary conflicts, along with prosecuting perpetrators 

 
13  United Nations, ‘The Role of the International Criminal Court in Ending Impunity and Establishing the 

Rule of Law’ https://www.un.org/en/chronicle/article/role-international-criminal-court-ending-
impunity-and-establishing-rule-law accessed 5 April 2025. 

14  International Court of Justice, ‘Frequently Asked Questions’ https://www.icj-cij.org/frequently-asked-
questions accessed 5 April 2025. 

15  Fuad Zarbiyev, ‘Judicial Activism in International Law—A Conceptual Framework for Analysis’ (2012) 
3(2) Journal of International Dispute Settlement 262. 

16  Martti Koskenniemi, ‘The Politics of International Law’ in The Nature of International Law (Routledge 2017) 
356. 

17  Oona A Hathaway, ‘Between Power and Principle: An Integrated Theory of International Law’ (2005) 
The University of Chicago Law Review 472. 

18  Oscar Schachter, ‘The Lawful Resort to Unilateral Use of Force’ (1984) 10 Yale Journal of International Law 
294. 

19  Alexander KA Greenawalt, ‘Justice Without Politics: Prosecutorial Discretion and the International 
Criminal Court’ (2006) 39 New York University Journal of International Law and Politics 604. 

20  UK House of Commons Library, ‘Russia-Ukraine War: Legal Issues’ (Briefing Paper, CBP-9847, 2023) 
https://commonslibrary.parliament.uk/research-briefings/cbp-9847/ accessed 5 April 2025. 

21  Michael J Kelly, ‘The Role of International Law in the Russia-Ukraine War’ (2023) 55 Case Western Reserve 
Journal of International Law 88. 

22  Saumya Garg, ‘Role of International Law in Regulating Armed Conflicts in Ukraine and Russia’ (2024) 8. 
23  Allison Weiner, ‘The Russia-Ukraine Conflict: Obstacles to Accountability’ (2023) 10(2) Brandeis University 

Law Journal 49–57. 
24  Anita Maria Nwotite, ‘Mechanisms for the Enforcement of International Law – Strength and Downside’ 

(2024) 15(2) Nnamdi Azikiwe University Journal of International Law and Jurisprudence 53. 
25  Andrew T Guzman, ‘The Design of International Agreements’ (2005) 16(4) European Journal of International 

Law 580. 
26  Morten M Fogt, ‘Legal Challenges or “Gaps” by Countering Hybrid Warfare – Building Resilience in Jus 

Ante Bellum’ (2021) 27 Southwestern Journal of International Law 31. 
27  Esra Craeghs, ‘The Prosecution of Putin before the International Criminal Court’ (2023) 4. 
28  Dapo Akande, ‘International Law Immunities and the International Criminal Court’ (2004) 98(3) American 

Journal of International Law 407–433. 

https://www.un.org/en/chronicle/article/role-international-criminal-court-ending-impunity-and-establishing-rule-law
https://www.un.org/en/chronicle/article/role-international-criminal-court-ending-impunity-and-establishing-rule-law
https://www.un.org/en/chronicle/article/role-international-criminal-court-ending-impunity-and-establishing-rule-law
https://www.icj-cij.org/frequently-asked-questions
https://www.icj-cij.org/frequently-asked-questions
https://www.icj-cij.org/frequently-asked-questions
https://commonslibrary.parliament.uk/research-briefings/cbp-9847/
https://commonslibrary.parliament.uk/research-briefings/cbp-9847/
https://commonslibrary.parliament.uk/research-briefings/cbp-9847/
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of international crimes.29 If the international legal system continues to operate under its 
current constraints, it risks further erosion of its authority and continued ineffectiveness in 
preventing and solving future conflicts.30 

II. The Failure of International Law in Preventing the Use of Force and Adapting to 
Contemporary Conflicts  

The failure of international law to prevent war and adapt to contemporary conflicts is starkly 
illustrated by the Russia-Ukraine war, wherein weak enforcement mechanisms enabled Russia to 
invade Ukraine with limited repercussions.31 The paralysis of the United Nations Security Council 
(UNSC), owing to Russia’s veto power, obstructed any effective intervention or imposition of 
sanctions to curb the aggression,32 while security agreements and treaties, such as the Budapest 
Memorandum, proved inadequate in safeguarding Ukraine, leaving it exposed to invasion. 33 
Furthermore, the application of modern warfare tactics, including cyberattacks, hybrid warfare, and 
disinformation campaigns, has exploited legal loopholes, complicating the ability of international law 
to respond to these novel forms of aggression.34 Consequently, these gaps within the international 
legal framework underscore the limitations of current legal structures in addressing the evolving 
nature of contemporary and asymmetrical warfare.35 

2.1. Weak Enforcement Mechanisms and the Paralysis of Collective Security  

Weak enforcement mechanisms, such as the UN Security Council's paralysis from 
Russia's veto power36 and the ineffectiveness of deterrents like economic sanctions and 
diplomatic condemnation, enabled Russia to invade Ukraine without facing significant 
consequences.37 

The paralysis of the UN Security Council, resulting from Russia’s veto power as a 
permanent member, played a central role in enabling Russia to invade Ukraine without facing 

 
29  Charles B Berebon, ‘Reassessing Global Governance: Lessons from the Russia-Ukraine Conflict on 

Sovereignty, Security, and International Cooperation’ (2024) 53–61. 
30  Abdulrasheed Abdulyakeen and Nurain Abayomi Mumuni, ‘Russia-Ukraine War and the Imperatives of 

a New Global Order’ (2024) 5(1) Journal of Contemporary International Relations and Diplomacy 133–135. 
31  Christian Marxsen, ‘International Law in Crisis: Russia’s Struggle for Recognition’ (2015) 58 German 

Yearbook of International Law 27. 
32  Jennifer Trahan, ‘Legal Issues Surrounding Veto Use and Aggression’ (2023) 55 Case Western Reserve Journal 

of International Law 131. 
33  David S Yost, ‘The Budapest Memorandum and Russia’s Intervention in Ukraine’ (2015) 91(3) International 

Affairs 510. 
34  Waseem Ahmad Qureshi, ‘Information Warfare, International Law, and the Changing Battlefield’ (2019) 

43 Fordham International Law Journal 928.  
35  Mahshad Jafariandehkordi, ‘The AI Battlefield: Legal Challenges of Autonomous Weapon Systems under 

International Humanitarian Law’ (2024) 4. 
36  Blessing Nneka Iyase and Sheriff Folami Folarin, ‘A Critique of Veto Power System in the United Nations 

Security Council’ (2018) 11(2) Acta Universitatis Danubius. Relationes Internationales 115. 
37  Bettina Renz, ‘Was the Russian Invasion of Ukraine a Failure of Western Deterrence?’ (2023) 53(4) The 

US Army War College Quarterly: Parameters 17. 
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significant consequences.38 According to Article 2(4) of the UN Charter, the use of force by 
one state against another is explicitly prohibited, a provision that Russia directly violated with 
its invasion of Ukraine.39 This breach should have triggered an immediate response from the 
Security Council, which, under Article 24, is charged with maintaining international peace 
and security.40 The Security Council is empowered to take decisive actions, such as imposing 
sanctions, authorizing military intervention, or employing other measures to address threats 
to peace.41 However, Russia’s ability to exercise its veto power under Article 27(3) of the UN 
Charter allows it to block any substantive resolution, effectively stalling the Council’s ability 
to take action in response to its aggression. 42  Despite overwhelming international 
condemnation and urgent calls for intervention, 43  Russia’s veto power prevented the 
adoption of any meaningful resolutions, paralyzing the Security Council and leaving the 
global order without a viable mechanism to prevent or halt the invasion.44 This dysfunction 
within the UNSC underscores a fundamental flaw in the international legal system: the 
inability to enforce accountability or uphold its own foundational principles when 
confronted with the actions of a powerful state.45 

International law also lacks effective deterrents due to its weak enforcement mechanisms 
in the Russia-Ukraine war.46  Despite the imposition of economic sanctions by Western 
nations, including the United States,47 European Union,48 and United Kingdom,49 along with 

 
38  E Ekpe Dickson and T Abumbe Gabriel, ‘Russia Invasion of Ukraine, Veto Power and the Position of 

the United Nations Security Council (UNSC) in Conflict Prevention and Maintenance of International 
Peace and Security’ (2024) 2(1) Journal of Public Administration, Policy and Governance Research 163. 

39  Oksana Baskakova, ‘How Russia Violates International Law by Invading Ukraine’ (2023) Series of Legal 
Sciences 359. 

40  Tim Murithi, ‘The Failure of the United Nations Security Council in Creating the Framework Conditions 
for Mediation in the Russia-Ukraine Crisis’ (2022) 44(1) The Strategic Review for Southern Africa 90–91. 

41  David D Caron, ‘The Legitimacy of the Collective Authority of the Security Council’ (1993) 87(4) American 
Journal of International Law 553. 

42  E Ekpe Dickson and T Abumbe Gabriel, ‘Russia Invasion of Ukraine, Veto Power and the Position of 
the United Nations Security Council (UNSC) in Conflict Prevention and Maintenance of International 
Peace and Security’ (2024) 2(1) Journal of Public Administration, Policy and Governance Research 166. 

43  UNGA, ‘General Assembly Adopts Resolution Demanding Russian Federation Immediately Withdraw 
from Ukraine’ (UN Press, 2 March 2022) https://press.un.org/en/2022/ga12407.doc.htm accessed 5 
April 2025. 

44  Michael P Scharf, ‘Power Shift: The Return of the Uniting for Peace Resolution’ (2023) 55 Case Western 
Reserve Journal of International Law 12. 

45  Jordi Martinali, ‘A Right to Impunity: Veto Power in the United Nations Security Council’ (2024) 19. 
46  Cyriacus NN Ike, Cornel Chinedu U Udumaga and Ngozi N Osudibia, ‘International Law and Its 

Challenges in the Russia-Ukraine War’ (2024) 14(6) African Journal of Social and Behavioural Sciences 3700. 
47  US Department of State, ‘Ukraine and Russia Sanctions’ (Bureau of Economic and Business Affairs) 

https://www.state.gov/division-for-counter-threat-finance-and-sanctions/ukraine-and-russia-sanctions 
accessed 5 April 2025. 

48  European External Action Service (EEAS), ‘EU Sanctions Against Russia’ 
https://www.eeas.europa.eu/eeas/eu-sanctions-against-russia_en?utm_source accessed 5 April 2025. 

49  UK Government, ‘UK Sanctions Following Russia’s Invasion of Ukraine’ 
https://www.gov.uk/government/collections/uk-sanctions-following-russias-invasion-of-ukraine 
accessed 5 April 2025. 

https://press.un.org/en/2022/ga12407.doc.htm
https://press.un.org/en/2022/ga12407.doc.htm
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widespread diplomatic condemnation,50 these measures proved inadequate in compelling 
Russia to cease its aggression.51 The sanctions targeted certain sectors, such as finance and 
energy,52 but lacked the comprehensiveness and severity necessary to force a significant shift 
in Russian behavior.53 Moreover, the absence of a credible military or legal deterrent, such as 
direct military intervention by NATO54 or stronger international legal action through the 
ICC,55 allowed Russia to continue its invasion largely unimpeded.56 Furthermore, NATO 
countries,57 particularly the United States58 and Germany,59 were hesitant to directly engage 
in military combat with Russia during its invasion of Ukraine due to concerns that such an 
escalation could lead to a broader and more destructive conflict, especially given Russia’s 
possession of nuclear weapons.60 Allies and strategic partners such as China, Iran, and North 
Korea even enable Russia to circumvent international sanctions and reduce its geopolitical 
isolation through mechanisms such as economic cooperation, military collaboration, and 
diplomatic support,61 illustrating the extent to which political alliances can shield a state from 
the legal consequences of its actions.62 This reluctance or refusal to take stronger military 
actions exposed a significant flaw in the international legal system: it lacks effective 
mechanisms to compel nations, particularly powerful states, to take decisive and aggressive 

 
50  UN News, ‘UN Warns of Ongoing Humanitarian and Nuclear Threats in Ukraine Crisis’ (7 February 

2025) https://news.un.org/en/story/2025/02/1160456 accessed 5 April 2025. 
51  I Timofeev, ‘Sanctions on Russia: A New Chapter’ (2022) 20(4) Russia in Global Affairs 103. 
52  Roxana Niknami, ‘European Union Energy Sanctions Against Russian Federation and Its Impact on Their 

Trade System (2022–2024)’ (2024) 17(1) Central Eurasia Studies 363. 
53  Constantinos Syropoulos and others, ‘The Global Sanctions Data Base – Release 3: COVID-19, Russia, 

and Multilateral Sanctions’ (2024) 32(1) Review of International Economics 22. 
54  Bryan A Frederick and others, Pathways to Russian Escalation Against NATO from the Ukraine War, vol 7 

(RAND Corporation 2022) 3. 
55  Yvonne Dutton and Milena Sterio, ‘The War in Ukraine and the Legitimacy of the International Criminal 

Court’ (2022) 72 American University Law Review 827–828. 
56  UNSC, ‘Security Council Reaffirms Need for Nuclear Disarmament, Urges Compliance with Non-

Proliferation Treaty’ (UN Press, 3 April 2023) https://press.un.org/en/2023/sc15172.doc.htm accessed 
5 April 2025. 

57  Shannon Bugos, ‘What the Russian Public Thinks About the Use of Nuclear Weapons’ (Arms Control 
Association, October 2024) https://www.armscontrol.org/act/2024-10/features/what-russian-public-
thinks-about-use-nuclear-weapons accessed 5 April 2025. 

58  Mark S Bell, ‘The Russia-Ukraine War and Nuclear Weapons: Evaluating Familiar Insights’ (2024) 7(2) 
Journal for Peace and Nuclear Disarmament 498. 

59  Nicole Zhang, ‘Strategic Narratives Around Refugee Acceptance and Military Engagement: A 
Comparative Analysis of Responses to the Wars in Syria and Ukraine’ (2023) 29. 

60  Suci Vajriyati and others, ‘The Effect of the Russia-Ukraine Conflict on the Potential Use of Nuclear 
Weapons’ (2022) 3(3) Journal of Social Political Sciences 250. 

61  New Geopolitics Research Network, ‘How Are China, Russia, North Korea and Iran Working Against 
the West?’ (New Geopolitics, 25 December 2024) https://www.newgeopolitics.org/2024/12/25/how-
are-china-russia-north-korea-and-iran-working-against-the-west/ accessed 7 April 2025. 

62  Christopher S Chivvis and Jack Keating, ‘How Evil? Deconstructing the New Russia–China–Iran–North 
Korea Axis’ (2024) 66 Survival 51. 

https://news.un.org/en/story/2025/02/1160456
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action in response to acts of aggression.63 As a result, despite Russia’s clear violation of 
international law,64 the fear of escalating the conflict into a wider war, potentially involving 
nuclear weapons, prevented states from enforcing meaningful consequences against Russia.65 
Accordingly, Russia faced minimal consequences,66 and its invasion actions went largely 
unchecked due to the lack of coordinated and decisive actions from the international 
community,67 revealing the weaknesses inherent in the current legal security architecture 
globally.68 

2.2. The Failure of Security Guarantees and the Fragility of International Legal 
Commitments 

Security agreements and treaties failed to protect Ukraine, as illustrated by the 
ineffectiveness of the 1994 Budapest Memorandum69 and the 1997 Friendship Treaty, both 
of which lacked binding enforcement mechanisms and were ultimately violated without 
consequence.70 

The failure of international law to prevent the unlawful use of force is starkly illustrated 
by Ukraine’s experience following its denuclearization under the 1994 Budapest 
Memorandum.71  In relinquishing what was then the third-largest nuclear arsenal in the 
world,72 Ukraine received security assurances from Russia, the United States, and the United 
Kingdom to respect its sovereignty and territorial integrity.73 However, these assurances were 
not legally binding and lacked enforcement mechanisms, as the Memorandum did not 

 
63  Lela Totadze, Prosecuting the Crime of Aggression in the Context of the Russian Military Aggression Against Ukraine: 

Between Law and Politics (PhD thesis, Vilnius University 2025) 12. 
64  Sofia Cavandoli and Gary Wilson, ‘Distorting Fundamental Norms of International Law to Resurrect the 

Soviet Union: The International Law Context of Russia’s Invasion of Ukraine’ (2022) 69 Netherlands 
International Law Review 393. 

65  Alexander K Bollfrass and Stephen Herzog, ‘The War in Ukraine and Global Nuclear Order’ (2023) 64 
Survival 15. 

66  Elisabeth Mahase, ‘Ukraine: Over 700 Recorded Attacks on Health Facilities and Workers in Year Since 
Russia Invasion’ (2023) 380 BMJ 451. 

67  Charles B Berebon, ‘Reassessing Global Governance: Lessons from the Russia-Ukraine Conflict on 
Sovereignty, Security, and International Cooperation’ (2024) 60. 

68  Amaresh Patel and Rajshree Tiwari, ‘Critical Analysis of International Law Failures in the Russian 
Invasion of Ukraine: Implications for Global Security’ (2024) Law & Safety 51. 

69  Д А Івженко, ‘Budapest Memorandum 1994–(Non) Guarantees for Ukraine. Будапештський 
меморандум 1994 р.–(Не) гарантії Україні’ (2023) 321. 

70  Stephen Adi Odey and Samuel Akpan Bassey, ‘Ukrainian Foreign Policy toward Russia Between 1991 and 
2004: The Start of the Conflict’ (2022) 8 Journal of Liberty and International Affairs 356. 

71  Alina Shymanska, ‘Rethinking the Budapest Memorandum from the Perspective of Ukrainian-Russian 
Relations in the Post-Soviet Period’ (2020) 14 Central European Journal of International & Security Studies 1. 

72  Journal on World Affairs, ‘Relinquishing the Third Largest Nuclear Arsenal in the World: What Ukraine 
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constitute a treaty under the 1969 Vienna Convention on the Law of Treaties (VCLT).74 This 
legal deficiency became tragically apparent with Russia’s annexation of Crimea in 2014 and 
its full-scale invasion in 2022, both of which flagrantly violated the spirit of the agreement.75 
While international responses - including UN General Assembly Resolution ES-11/1 
(2022)76 and a series of sanctions imposed by the European Union, the United States, the 
United Kingdom, Canada, Japan, Australia, and other allied states condemned the 
aggression,77 they failed to generate the coercive impact necessary to alter Russia’s conduct.78 
This case reveals a broader systemic shortcoming in international law: the inability of non-
binding instruments and politically motivated responses to restrain powerful states, 
particularly when formal enforcement mechanisms, such as those under Chapter VII of the 
UN Charter, are rendered ineffective by vetoes or geopolitical deadlock, as mentioned.79 

Beyond the Budapest Memorandum, the 1997 Treaty on Friendship, Cooperation, and 
Partnership between Ukraine and the Russian Federation further demonstrates the 
vulnerability of international legal commitments without robust enforcement and binding.80 
Article 2 of the Treaty committed both parties to respect each other’s territorial integrity and 
recognize the inviolability of existing borders. 81  However, Russia’s continued military 
intervention since 2014, such as the annexation of Crimea and the deployment of troops and 
military equipment in Eastern Ukraine,82 culminating in Ukraine’s suspension of the treaty in 
2018, represents a direct breach of these obligations,83 along with violated the fundamental 
principle of pacta sunt servanda84 and the prohibition of the use of force under Article 2(4) 
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of the UN Charter.85 Similar violations are evident in Russia's disregard for the principles of 
the 1975 Helsinki Final Act86 and its undermining of the Minsk Agreements (2014, 2015), 
which aimed to de-escalate conflict in the Donbas region.87 Russia’s support for separatist 
forces and recognition of self-declared republics blatantly contravenes its commitments to 
preserve Ukraine’s territorial integrity.88 These breaches underscore a recurring pattern in 
international law: the lack of jus cogens status89 and enforceable compliance mechanisms 
within key agreements leaves them ill-equipped to prevent aggression by dominant actors.90 
Moreover, Russia’s actions violate fundamental norms under the Articles on Responsibility 
of States for Internationally Wrongful Acts (ARSIWA), particularly Article 41, which 
prohibits states from recognizing any situation resulting from a serious breach of a 
peremptory norm.91 Ukraine’s case thus demands a critical reassessment of the international 
legal system’s capacity to protect smaller states when conflicts occur,92 highlighting that the 
legitimacy and efficacy of international law rest not only on normative values but also on the 
political will and institutional mechanisms that ensure their enforcement.93 

2.3. Hybrid Warfare and the Legal Vacuum in Modern Conflict 
The international legal system, particularly the frameworks governing the use of force and the 

conduct of armed conflict, was developed primarily in response to traditional, state-based warfare.94 
However, the nature of contemporary conflict has shifted significantly.95  Modern warfare now 
involves hybrid threats such as non-state actors, cyber operations, and other unconventional tactics 
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that challenge the applicability and effectiveness of existing legal norms.96 This evolution has exposed 
critical shortcomings in international law, as these modern tactics often exploit legal ambiguities and 
operate within undefined regulatory zones.97   

Since the onset of the Russia-Ukraine conflict in 2022, Russia has increasingly relied on 
private military contractors (PMCs), such as the notorious Wagner Group, to carry out 
military operations, particularly in regions where the Kremlin seeks to avoid direct military 
involvement.98 The Wagner Group, a private paramilitary organization, has been involved in 
various activities ranging from combat operations to covert missions, often in sensitive 
conflict zones like Ukraine, Syria, and Africa.99 By using PMCs, Russia can pursue its strategic 
objectives without officially mobilizing its regular military forces, thereby circumventing 
political and diplomatic consequences that might arise from a formal declaration of war.100 
This tactic also allows Russia to maintain plausible deniability; the state can distance itself 
from any actions taken by PMCs, despite their close ties and potential directives from the 
Russian government. 101  By operating through these private entities, Russia effectively 
outsources warfare, which helps minimize both international scrutiny and domestic backlash 
while still pursuing its military and geopolitical goals.102  

The deployment of private military contractors (PMCs) by Russia in its military 
operations underscores significant failures within international law, particularly concerning 
accountability, ambiguous legal terminology, and the lack of clear regulatory frameworks for 
non-state actors engaged in armed conflict.103 Russia's use of PMCs, such as the Wagner 
Group, highlights the difficulty of holding states accountable for violations of international 
law, as international frameworks like Article 91 of Additional Protocol I to the Geneva 
Conventions impose responsibility on states to ensure their military forces comply with 
international humanitarian law (IHL), especially regarding the protection of civilians and 
prisoners of war. 104  However, this responsibility does not extend to non-state actors, 
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including PMCs, enabling states to conduct military operations while distancing themselves 
from the actions of contractors.105 This creates a jurisdictional gap, complicating the ability 
of international bodies such as the ICC to prosecute states for war crimes committed by non-
state actors under their direction, resulting in the failure to deliver justice for victims.106 In 
addition to the lack of accountability, the ambiguity of legal terminology further exacerbates 
the issue.107 Instruments like the Geneva Conventions and their Additional Protocols do not 
offer clear definitions for terms such as "mercenary"108 or "private military contractor",109 
leading to inconsistencies in the regulation of non-state combatants.110 Although Article 47 
of the International Convention Against the Recruitment, Use, Financing, and Training of 
Mercenaries (1989) addresses mercenaries, it fails to provide adequate guidelines for 
regulating PMCs, leaving states with the discretion to exploit these ambiguities. 111  For 
instance, the Wagner Group is not officially recognized as a military entity, allowing Russia 
to deny responsibility for unlawful actions carried out by its contractors, such as war crimes 
or crimes against humanity.112 This vagueness, coupled with inconsistent legal definitions, 
enables strategic exploitation of legal loopholes, further complicating efforts to enforce 
accountability. 113  Moreover, the absence of clear definitions and regulations concerning 
PMCs has contributed to the failure of international law in addressing the Russia-Ukraine 
war.114 Despite existing treaties, such as the UN Mercenary Convention and protocols under 
the Geneva Conventions, the regulatory framework for PMCs remains underdeveloped, 
lacking a comprehensive, universally applicable mechanism to oversee their operations in 
armed conflicts. 115  Consequently, states like Russia can deploy PMCs as proxy forces, 
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circumventing legal responsibility for violations of international law.116 This regulatory gap 
underscores the failure of international law in response to the increasing role of non-state 
actors in modern warfare.117 Without clear, enforceable standards for PMC operations, states 
can continue to exploit legal gray areas, 118  undermining the principle of accountability 
enshrined in instruments such as the International Court of Justice (ICJ) and ICC statutes,119 
thus perpetuating a system that allows violations of international law to persist with minimal 
legal repercussions.120 

Moreover, cyber and information warfare played a major role in Russia’s strategy, with 
cyberattacks on Ukraine’s infrastructure and massive disinformation campaigns.121 However, 
International law currently lacks effective mechanisms to regulate the growing threat of cyber 
warfare, as seen in Russia's strategic use of digital attacks during the Ukraine conflict.122 
Under Article 2(4) of the UN Charter, the use of force is prohibited, yet most cyber 
operations - such as disabling infrastructure or spreading malware - do not meet the 
traditional definition of force, allowing aggressors to act with impunity. 123  Similarly, 
International Humanitarian Law (IHL), designed for kinetic warfare, is ill-equipped to 
regulate the complexities of cyber conflict. 124  Core principles such as distinction and 
proportionality lack clear operational relevance when civilian harm is inflicted through code 
rather than conventional arms.125 The Tallinn Manual on the International Law Applicable 
to Cyber Warfare (Tallinn Manual 2.0) provides expert commentary on how existing 
international laws could be interpreted in cyber contexts;126 however, it is non-binding and 
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lacks legal enforcement, limiting its influence in holding states accountable for cyber 
aggression.127  

The international law's legal vacuum is equally stark in the realm of information 
warfare.128 There is no binding international treaty explicitly prohibiting or regulating state-
sponsored or implemented disinformation 129  despite its proven ability to destabilize 
institutions, incite unrest, and manipulate global perceptions. 130  For instance, Deepfake 
videos falsely portraying Ukrainian President Volodymyr Zelenskyy surrendering circulated 
widely online in 2022, 131  undermining confidence and Ukraine’s internal cohesion;132  or 
Russia's promotion of false narratives claiming Ukraine was developing biological weapons 
in U.S.-backed labs was intended to justify military aggression, 133  truly sowing distrust 
internationally.134 This normative vacuum is further exacerbated by national legislation, such 
as Russia’s 2022 “fake news” laws, which criminalize dissent and provide a legal shield for 
disinformation campaigns that extend well beyond domestic borders.135 Such legislation not 
only contravenes fundamental rights enshrined in instruments like the International 
Covenant on Civil and Political Rights (ICCPR), particularly Article 19 on freedom of 
expression,136 but also serves as a tool for cross-border psychological operations.137 Thus, the 
absence of clear global norms 138  and enforcement mechanisms 139  for disinformation 
campaigns enables state actors to wage psychological warfare without facing legal 
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repercussions.140 These regulatory shortcomings regarding cyber and information highlight 
the failure of international law in addressing the realities of current modern hybrid warfare.141 

To sum up, the Russia-Ukraine war serves as a stark and compelling indictment of the 
inability of international law to effectively prevent the use of force or adapt to the 
complexities of modern conflict. 142  Despite the normative clarity of the UN Charter, 
particularly Article 2(4), which prohibits aggression, enforcement has been undermined by 
the structural paralysis of the UN Security Council, where veto power, notably exercised by 
Russia, renders collective action ineffective. 143  Traditional deterrents such as economic 
sanctions and diplomatic condemnation have proven insufficient in modifying the 
aggressor’s behavior. 144  Similarly, security assurances and multilateral treaties have 
demonstrably failed to safeguard Ukraine’s sovereignty, revealing the fragility of legal 
guarantees in the absence of binding, enforceable obligations.145 Furthermore, international 
humanitarian law remains ill-equipped to regulate emerging dimensions of warfare, including 
the legal responsibilities of private military contractors, as well as the near-total absence of 
binding legal instruments governing cyber and information warfare.146 These deficiencies 
expose a broader failure of the international legal order to evolve in tandem with 
contemporary armed threats.147 The Ukraine-Russia conflict underscores that international 
law, while normatively ambitious,148 is operationally constrained and strategically outpaced, 
raising urgent questions about its application in addressing 21st-century geopolitical 
realities.149 

III. The Failure of International Law in Ensuring Accountability and Prosecuting 
Perpetrators of International Crimes 
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The ongoing Russia-Ukraine conflict has laid bare the profound structural deficiencies 
of the international legal system in ensuring accountability and prosecuting perpetrators of 
international crimes. 150  Despite mounting evidence of war crimes and crimes against 
humanity, efforts to hold individual perpetrators accountable have been largely ineffective.151 
This failure is rooted in two fundamental issues: the absence of universal jurisdiction and 
enforcement power,152 and the political shielding of high-ranking officials or state leaders.153 
Russia’s non-recognition of international legal bodies like the ICC, combined with 
geopolitical protection of key actors, has allowed alleged offenders to act with impunity.154 

3.1. The Absence of Universal Jurisdiction and the Weakness of Enforcement Mechanisms 

One of the most critical legal obstacles to ensuring accountability and prosecuting 
perpetrators of international crimes lies in the absence of universal jurisdiction155 and the lack 
of an independent enforcement mechanism within the existing international legal 
framework.156 Although the principle of universal jurisdiction permits states to prosecute 
certain core international crimes such as genocide, 157  war crimes, and crimes against 
humanity158 regardless of where they were committed or the nationality of the perpetrator or 
victim, its application remains inconsistent, politically sensitive, and largely discretionary.159 
Notably, no binding multilateral treaty imposes a universal obligation on all states to exercise 
such jurisdiction. 160  Instruments like the Geneva Conventions of 1949 and Additional 
Protocol I (1977) do require states to prosecute or extradite individuals suspected of grave 
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breaches,161162163164 but these obligations are limited in scope and rely heavily on national 
implementation. 165  Many states have yet to incorporate universal jurisdiction into their 
domestic legal systems, resulting in significant enforcement gaps and inconsistent practice.166 

3.2. Institutional Limitations of the International Criminal Court and the Role of Non-
Cooperation 

The International Criminal Court, established under the Rome Statute of 1998, suffers 
from severe institutional limitations.167 The Court lacks its own police force and cannot 
independently arrest suspects or compel state cooperation.168 The Rome Statute imposes 
only a general obligation on States Parties to "cooperate fully with the Court,"169 while setting 
out procedures for transmitting cooperation requests, including arrest and surrender. 170 
However, these provisions lack coercive mechanisms to enforce compliance or penalize 
refusal.171 Although the Rome Statute allows the Court to refer cases of non-compliance to 
the Assembly of States Parties or the UN Security Council,172  this mechanism is often 
ineffective due to geopolitical deadlock, particularly when the accused individuals are 
nationals of powerful non-State Parties such as Russia.173 Russia’s non-ratification of the 
Rome Statute and formal withdrawal of its signature in 2016 exempts it from any legal 
obligation to cooperate with the ICC under treaty law.174 As a result, accountability becomes 
contingent on political will rather than legal obligation, allowing alleged perpetrators, 
particularly those in protected or non-cooperative jurisdictions, to evade justice.175 This 
normative and practical deficiency not only erodes deterrence but also undermines the 
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legitimacy, authority, and coherence of international criminal law and international law more 
broadly.176 

3.3. Political Shielding, Sovereign Immunity, and the Erosion of Accountability 

The prosecution of international crimes is frequently obstructed by political shielding, 
whereby states protect high-ranking officials, often those most responsible for serious 
violations of international law, from legal accountability.177 Despite the principle of individual 
criminal responsibility codified in the Rome Statute178 and the rejection of official capacity as 
a bar to prosecution,179 which states that the Statute shall apply "equally to all persons without 
any distinction based on official capacity," enforcement remains subject to geopolitical 
manipulation.180 Russian political and military elites, such as President Vladimir Putin and 
high-ranking officials, accused of genocide, war crimes, or crimes against humanity, are often 
shielded by the Russian state, which refuses to cooperate with international legal 
mechanisms.181 Under the Rome Statute, a requested state may refuse to surrender a person 
to the ICC if it would require the state to act inconsistently with its obligations under 
international agreements that grant immunity to officials.182 Therefore, this provision is often 
invoked to protect sitting heads of state or senior officials, despite the Statute's intention to 
remove such immunities.183 

Further compounding this issue is the political use of veto power within the UNSC 
under the UN Charter, which requires the affirmative votes of all five permanent members 
(P5) for substantive decisions.184 In situations where the ICC’s jurisdiction must be triggered 
via Article 13(b) of the Rome Statute, through UNSC referral, powerful states such as Russia 
can and have exercised their veto to block investigations and prosecutions of their allies or 
themselves.185 This politicization not only undermines the impartiality and universality of 
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international criminal justice186 but also reinforces a culture of impunity for those at the 
highest levels of power.187 Consequently, despite normative frameworks designed to ensure 
accountability, political shielding continues to create a de facto immunity for senior 
perpetrators of international crimes, thereby weakening the authority of international legal 
institutions and eroding trust in the rule of international law at the global level.188 

The Russia-Ukraine war has laid bare the structural failures of international law in 
holding perpetrators of international crimes accountable.189 Chief among these is the absence 
of universal jurisdiction and an independent enforcement mechanism, which leaves justice 
dependent on often unwilling state cooperation.190 The ICC, constrained by its reliance on 
member states for arrests and enforcement, lacks the authority to act decisively.191 This legal 
impotence is exacerbated by political shielding, as powerful states protect high-ranking 
offenders through sovereign immunity claims or Article 98 of the Rome Statute legal 
loopholes.192 The politicized use of permanent members' veto power within the UN Security 
Council further obstructs accountability.193 Together, these legal and political deficiencies 
entrench impunity and expose the international justice system’s inability to respond 
effectively to grave violations committed during armed conflict.194 

IV. CONCLUSION 

Accordingly, the Russia-Ukraine war, ongoing since 2022, starkly illustrates the structural 
and functional deficiencies of international law in addressing contemporary armed 
conflicts.195  It reveals a dual failure: first, the incapacity of international legal norms to 
prevent the use of force and respond effectively to the evolving nature of warfare,196 owing 
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to the absence of robust enforcement mechanisms, 197  the erosion of binding security 
guarantees,198 and the exploitation of legal ambiguities by state actors;199 and second, the 
persistent ineffectiveness of the international legal system in ensuring accountability and 
prosecuting perpetrators of international crimes,200 as evidenced by limited jurisdictional 
reach,201 the lack of autonomous enforcement capabilities,202 and the political immunity of 
high-ranking officials.203 This conflict underscores an urgent imperative: international law 
must undergo comprehensive reform to reinforce its enforcement architecture,204 enhance 
its adaptability to modern conflict dynamics, 205  and ensure that mechanisms for 
accountability are insulated from political interference. 206  Without such reforms, 
international law risks further erosion of its legitimacy and relevance 207  in the face of 
contemporary geopolitical realities against the backdrop of a rising incidence and intensity of 
armed conflicts worldwide.208 
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